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Annual 47 C.F.R. § 64.20Q9(e) CP I ertiflcution

EB Docket 06·36

Annual 64.2009(e) CPNI Certification for 2010

Date filed: February d.<20J J

Name of company covered by this certification: Blue rane etwork., LL

Form 499 Filer ID: 825837

arne of signatory: Steven M. Knotts

Title of signntory: President

r, Steven M. Knotts, ertify that I am nn om 'cr of In company namcd abo c, and acting
as an agent of the ompany, that I ha e per~onal knowl dgc that th~ eompan has cstnblished
operating procedure, that are adequat to 'nsure compliance with the Commis i n
ee 47 .F.R. § 64.2001 e( seq.

Currently, Blue Crane Network!!, LL i~ not providing regulated services 10 eu tomeI'S.
onethel s , to cn ure compliance for any future open.\tions, Ule company ha adopted the

accomp nying 'tatement e plaining ho the company" pIoe dur nsure that he compan i
in compliance with the requirement. set forth in e don 64.2001 ttl 'eq. ofthe omrni sion'
rules.

The company has not taken nny actions (proct:edings instituted or petitions filed by a
company at either . tate com mi. ions, [he court sy tern, or at the ommis ion again·t data
broken;) again t data broker. in the pal t year. omptlnies must report on any information that
they ha e with r spccllo the processc, pc t xters are llsing to uucmpt to Iccess PNI, and what
steps c mpanics are takin to prot t CPNl.

The company ha. not received <lily cu.-tomer olllphlints in tbe pust year c(')l1cerning the
unauthorized relea. e of P 1. NOl i. th company' ware of any in'tances jovel in
unauthorized cli. clo. ure of CPNI or improp rae.. ( P I by company employee. r ace s
by individuals not authorized t receive or view the informillion.

Printed Name: ~S.::.l:tc:..:v~e!.!.n~~~~ _ Po ilion: .:..P-,-,r~:.:.:.c:.:id""c""D.:..[ _

Dnle: --'-':;'~/1-<2""-->Lr-.L/-:./-,-, _



The purpose ( f this sl"tt:ment i. to memorialize the poli '. of Blue fane Nt:l\ or!':<; , LLC l nd its
affilialCs (collectively," luc Crane") on the USL' of Cu, tomer Proprietary dwork lnfOl'n1.llion
("'CPN I'"). Blue l<1I1C'S P )Iic~ il' based UPOI\ lind compl ianl w ilh Federal Communicali!Hls
('ol11ll1is i n ("J.(, '" rult:s and regulations g )ycrlling P 11.' Blue ('rane i' t.:ommitlcd to lht;
proll:Clion and n(1n-disclosl1r~ of its ('USlomc:o,' (PNI in (.:)mptiant:t.: wilh exi.tin rules and
regulalions,

AI\) questions regarding lhi: I olicy or an)' us' or CP J should be directed to:

teven M. KnoHs
Prcsitlt.:,J1l
15191 WClhcrbum I riH'
(entre -i1le, V 20 120
Phone: (703) S55-6lJ 14­
hl.x: (703) 266-7267

Inquiries regarding any suspected violations by Olh<.:r carril.~rs of lhe federal rule. dt;S Jibed in
this polle f should be din:clcd to Sic en M, Knn1ts us well.

Affiliate- a p rsOll thaI (directly or indirectly) 0\ 'll. or cUlltn L, i. ownt:d or controlled b . or i:
undt~r common m llcl'ship or contI' I willl nil( ther person. For the pUI'j)LlSCS 11' lhis pmllgruph, the
I'rm" W\1" means to own an 1.:t)\lit) interest oC In n.' tht tllen (10) per I.:nl.

Customer l'roprict: i'~' twor IntQnnntion (el NI) is ddinc I as: (i) information lhal
relates 10 the quantity, lcdmkul l'()llfiguratiol1, typc, I 'slinatiol1, location am] 'amount of usc of 11
k!l.:ctlmmunicHtion, t:1 'icc .'01):.;CI ihl.d ttl l J illl,' customer t)f a t '!ccomll1unil:ntiom, currier, and
thal i!' made available t) tb c rfier h the lISH>l1ltJr ,'llt ly b vil'luC of the carrier-customer
relationship; (ii) information con!- i!1t:t! in Ihl. bill. pl;rtuining tt) r -lcph)II' c,'chan c 'rvi cor
Idcpl1om: lurl st:rvit.:e n~cdvcd by it cu.-to mer l f (\ Cill riel': (iii) excepl that such lerm doc", not
in 'Iude Suhs rioL'r Li '! Information,

Subscribe)' List Int'ormaUon- mellliS all' informalioll idelltifying the Ii, ted name' of
subscribers of (1 c.nTicl' und stich sLlb:;crib.::1's· telephone tltll'nbcr...addrC'sses. or primal')
adverli:ing dassiri\:ation., or an. combination or ~u 'h li.-Ieu nal11t.:."i, numb r • addresses. or
'la:sificutjon,: and Ihat lhe 'arriL'r or an aJTilial' has pllbli.'hcd, caused to be r>llbli~hcd. or

:lcL:cplcd for publicatioti il1uny directOr formal.

47 U. '.C § 222.



l) 'E OF CPNI WITI 0 T ClJSTOMER PI)ROVAL

In certain in. tances Blue ram: may usc, disclosc H pcrmil ace 'ss 10 PNJ without h,n in ~ to
obtain customer <tpproval, inclnding:

J) To initiate, render, bjll and 'OllCCl for telecommunications, service,';

2) To protect th right. or property or Blue rHne, or I prolel:l uMrfi or other
curriers from fraudult:nt, abusiv , ~)J" iIlt:g,ll usc of, or :ubscript ion D, such
service;

3) To market licrvices wilhinthc pj\~kage or SCI' ices to which tho customer ulread
,ubscribcs; und•

.cl) To complele inside \ iring inslallatiun, mailllen'lnec, and repoir services,

II) SE 01' CI' I WH •N CU'TOMEl~ AI'PRO AL IS REQUIRED

If Bille Crane's use of 'I> 1 d()~s nol fall witl1in OIle or the eEl egorics ,'ct forth in cetion r oJ
this poli y. lhen Btu' ran' will <lcquire cuslOlll'1" tpproval bcf()rc pru.:eeding with ueh u, c,
Blue CnH1c wHl Uliliz.' either the "Opl- ul" or "Opt··IIl"' melhod ttl it. discretion, eat.:J! () which
is de, cribcd in ,greater delail bel )w. Prior t un solicilUlion for Cll,lomel' approvul, Blue rane
will rrovide notificmion t the eu t III r ( r lht: cllstomer's ri 'hl to re tri '1 use 01: disclo.ufc of.
and access 10 thaI USlOmer's PNI. Blu!.: nne's solicituron t()t' use of 'PNI wiIJ be proxim t·
to the.: notification ofn customer's ('P, 'I rights.

otification cqulremcnt!l Ceo rail,

1) The nolifkalion shnll ,lute 11m! Ihe 'USIOlllcr has the right. and that Blue fane
hn the dUly. under fed 'raJ Inw, (0 prolect Ill' conti lentillllty of the ell t(mer's
CPNI.

2) The noli icalilln sh'll specify .he.: t, pt:l> of inf rmatioll th~\t C( n~(i!ut ,p 1 lind
the :pecifi f?llliti's IMt will f\':cciv~ 11m PNJ, d ,crlhe lh'tl purpose frIll which
th~ CPNJ will e llsed and in['l)frn the customer of their ri hI to disapprove those
uses. and deny or vithdrnw i1ccess [() CPNI Ul any timo,

3) The notifit'atil II shall advise (he l:usto01er 01 the predst.: steps the cuslomer must
lilke in mJcr to grant or den it 'ccss to CPNI, and shall clearly state that a denial
of upprovul \\ ill nul arfcct the pl'Ovisiol) of lIl1 I services to which the cu. tomer
subscribeI', BltlC (' Inc lIlU, st,ltC lhul lhe ctlswmcl" , apprO\ HI to liS' (P TI rna}
cnhan 'C the 'arricr's ubilil) tn offer pl'odu ts ill1d s'r ices tailored to the
'ustol11cr'.s need.



-+) The l\otilk'ltion shall ~t"t [hal any approval, or deni~ll or approval or the use of
CPt I nul. irk of Ihe scrVlce LO which tht, customer lilready sub. crihes from the
carrier i. \'alid until the custom 'r nffirmativ ly n;vokt'l' or limits such approval or
dcnial.

5) Bluc ram,' will l1luinwin record», of notification, whether onll, \ ritten or
electronic, for at li:nst llnc (I) year from lhc dale' of notification.

n. Opt-Out Appnntt[

Th~ following ar additional rcquirt'I1H.:nll'i cOllct'rning opt-out approval:

To ensure that ellst mer: have nn opporlunil It respond, lh~re will be u
rcasonalle waiting p~riod, III le'ISt 30 days, b·forc con:ent to lise CPNl i.
inferred. Blue Crane will nOlify customer: as to the lIpplicublc waiting period,
Bluc Crane will honor cUStomer dccj,.. iol1s to ()P~~Ollt of requested uses whcn(;v~r

thOSt; .1l'ci,·ions arc mlTIlllunicutcd hy customec, which may 0 'cur during or after
the wailing p~riod, Blue'rane will implcm~l1t uml hol')Of' the custmncr's \. kr
request for pri <ley as ~ pcditiousl a. pos ible within the regular court.. of
business. Blue Crane will t1lltify customers us lO the applicalle nilin period
for arc. panse before approval is af\,'unlctl.

2) In the casu ofwrithm notificatiOl1 b' mail, the wuiting period will b gin to run on
the third du) lollowing the date tht' nolific<ltion , us mailed. III till' C'l. \; of
electronic notification, the waithlll period will bcgiJI to run on ttl date the
notiriciltion was senL

3) Bluc rane will lmn:mil rdrcsher nOlit:cs to 'ustOIlWCS of their opt-oul rights tll

least every IwO (2) years. Tht: rcrn:shcr notice will advis custom'rs lhllt if they
have opted-OUI prcviously. no il(,'lion is Ilclldcd to maintain the opt-OUI e1~ction.

However, custom~rs who wi. it to reVl;r, c thtdr previous dcci~ion to PH)ut, or
COllsumers who have lIot previously llPICcJ-Otlt but wisl1 to do .'iO, musl take action
a. lit:. (,~rih~d in tJll: nOli '(:.

of) If l3Iue ('r,lnc's Ipt-01.l1 m~chanislns break down, BIlle 'ran \ iJlI\(llil'y the F C
within rive (5) husim:ss day: i a format compliant ilh Fe . rule~.

5) When Blue Crane uses an cJc(,'tnmic [oml of Noti ic;,Hioll, Blue 'rnne will also:

a) bave obtained c'<prcss, verifiablt: prior approval from the Cli. tomer thaI
elcctronit: l1oticc~ arc acccptahk for their services in goneral or CP I in
particular.

b) IIlJnw customers /( rcpl direcll' to the clcl:(mnic 11 tiel: to opt- HIt.



c) not count l:kclrollk nOlict:s Ihul were returned as undeliverable as huving

salL'fieo the nliric'ltiol1 requircll1t'nl.

d) ensure that the ~ul>ject line dearly idt~nlifics Ihc foubject mtlllet of the e·
mail.

c) make availabh: to t'vcry t:uswmcr (incllluing btll J1(){ limited to l.ho~c

with lut Internet 'Keess 'lI1d disabled cu~(omers) a mctho 1to opt-out that is
of no 'Idditional os! 10 the clI.lOmcr anJ available 24 hours II da)', seven
<lays a week.

C. Opt-lit pproval

Opt-In npprovlll means that Blue Crane will obtllin fmm Ihe 'U:ltOl11cr arflrmativc. e 'prc-<;l'
consent allo\l,>jng Ihe requc.. tcd CPNI \Jsag·. JisL'losurc or acce. s nfler the cu. lonwr is provided
appf0pril te notification of the c<)11'kr"s rcqm.:.'t.

D. Ol'Hl ofificllti(ln

B1ut.: Cram' will provide notification to obwil1 opt-out appnwnl lhr ugh electronic or written
methods lind not by oml ml:thods, cxC~pt that BJul: Crun~ ll1ay \lse oral nOtice to obwin limited.
one tim~ II. e of CPNI for inhoul1 I and oull) lind 'U. I mer tch:phollc t'onwct· for Iht: dumtion of
the C<1Il. rcgardh.:ss of whether Blll~ ranl: u. cs opt-OUI or opl-in approval based on til tlllLUre of
the contact. When llsing the one time oral notice, Ihe Bluc nlm: representaliv- will clearly
cornnlUnic;llt: the. 'U11C infomwtion tllal is provided in an I3luc ram: written nOli c: however.
the Blue Crane mpres ntutiv(' need not tl lvise 'ustOll1l:fS th"t: (I) Blu\;; mil' may shar P 1
with their affiliates or third purtic,' amI tltled not name those cmilks if the limited P 1 usage
will not reo ult in use by or disclosure to an affiliate or third party; (2) l'cnuin steps ~\re nc' . sar~
10 approval or restrict use of CPNI as lOll as the r 'prescnl:tti 'C mak s it· dear thaI the cu. tomer
can den} acccs: for the call; nnd. (3) previous opt- lllt dcci.. iollS rc luin: no furlher aClion lO

m"inlain tilt: opl-mll election.

'olntio11 will be made in the cuslo!Ua rc<.;ords of any onL:-1 illH.: ural notke to the CU, On1cr Had
the customer's a 'ceptttn 'C 01" rejection of one-time lise of PNI.

E. Subs 'qucnt otices

Rille' Cwne "ill hOllor ils 'uslOmets' . P I dllClioll$ lInkss and unti! a'cu~lnmer aWrmutivc1y
changl.:$ his or h.:r election. j. )IIO\\ing. u custOl1wr"s ckction to \\ilhhold appro 'ui or PNI
usage, Bille Crane may su . equl.:ntl) attempt t()CCtlr~ th~ 'uslomcr's npproYul to lISC. lisclost:.
or permit access lo .. PNI ,,-; frcqucntly us Bille Cnlllc deems appropriale, howe er, Blue ('WIle
will not [, rce \'lIstomcrs 10 opt-OUl rcpcute<Jly in an attempt 10 wear the customer tlm'l1 and
obtain all inadverlent approval. Upon rc{.,'cipl ofwrillcn request by the CII. tOnier, Blue 'ran will
dilooc!osc ( PNr t the CUSI mer,



F. New Custoffil'r .

Uluc ( liille may request thaI COIl.umer, afTirnwtivcJy Jnuke it ePNl election wh '0 til' customer
slgn:.- up for service. However, if Blue Crane 'Pro idt's an 0'PHltlL notice but dOC5 :not require the
Clll\t()mt~r to spccificall~ demonstra1> his tied. ion to opt-out, then Blue mnl. will abide I ) the
thirt}' (30) day waiting pt'riod. Tht' ctlstnmer's election will be ,CpHrate a d distinct fr llll Ih 1

custOmer's decision to purchase Blue Crane's ~crvic . Blue mile will not require cu~t mcrs LO

assent to ('1' I us a condition of . en'icc. ew customcrs will al'io b~ rcquir'ct to SCkCI a
password for . c(.:t:ssi ng CP L

Ill) AllDlTl() 'AL, 'AH<,.GUAIU)S

1) Customer Status: Blue emn' has implement'd u ,y~lcm whel'~ a customer"
ePNI nppl'Ov.1l status is clearly indiculed on the cLlst.omur's rcuorus.

2) Training: Bllle (WIl!; personnel will bc traim:d 'IS ttl WhlJll llnd how PNI ma)
be lIsed.

3} mscit>lim ry Adion: r-ailun: to abide by Ihe Blue Cnlne's CP T policy will
rcsllJl in lis ·jplil1ur lelion, inducling pO'sible lcrmintltron. in accordance with
th compun) ,: Ih~n curreot I;mpto)'mcl1l policil:s nnd procedures in place.:.

4) Marketing ampl\igns: Blue Cranl: and flny afrili,lIcs lhnl uliJiZ' P I in
nlltrkeling nmpaign!\ 1111). t creute "record I ccif)'ing wht;1l Hud how ~p Twas
ul\ed and to whom it wal' disclosed Or lo whom Ul'cess was pct'millcd. This rc 'ord
mu, L include a d 'scription or Ihe c,unp:lign. lhe CP I IS >d, and the prOdUl:I: und
scrvk~. offered in the cnmpuign. opies of illl flH.:ords ill bc retained by the
('( mpuuy. The records will b' maintained f()r alkast one year.

;'i) Outbound Mm'keting: All :ale: personnel arc requin:d to obtain slIpervi:ory
approvnl )( any prop Ise oulh ;)Und murkeling re4lleM f( r custOllll;r llpprovnl.

6) Carrier Authol'izatlllO Rcquil"t!lllcnts: In or(l~r w prcvem dam brokers or
"Pl'ctcxtcr~" from illeg.1I. culh:cting CPNI inlc>rtllHtioll, Blul; Crane will n t

rdense t:llll detail inl'ormulioJl to custo01er. during custOl11er-initialed telephone
contacl e'ct:pt whcl\ tilt: cu.'lomer pfoviclc~ u pa ·s~'old. If n ·u tomer docs nOl
provide a p,lsswmd Blu(; r,mc will either sl'nd it to lin u.ddrc. s of record or all
the CUSlmncr <II the telephone nf r' (rd. Blue nine also rcquiras m~lndutory

password I'll' lectiun Gr online account acc !is. Blue 'rune wiJl pHwitlc CP I III
customers IHised l)J1 in-slore t: Jltat:l Wilh vaH j photo iJclltificlltion.

7) RCIWI'tiug: Blll' Crane is uware of ill' obligation ( report <lily breHch in PNI
policy. Records perwining 10 hI' 'He!1e.' will be kept for 01 least IwO years.


